LIGHTRICKS
DATA SUBJECT RIGHTS REQUEST FORM

Lightricks Ltd. (“Company”) value privacy rights. As required under applicable laws, and
specifically the EU General Data Protection Regulations (“GDPR”), the California Consumer
Privacy Act of 2018 as amended and revised by the California Privacy Rights Act of 2020
(collectively “CCPA”), the Virginia Consumer Data Protection Act of 2021 (“VCDPA"), the
Colorado Consumer Protection Act (“CPA”), the Israeli Protection of Privacy Law (“IPPL”), and
the Canada Personal Information Protection and Electronic Documents Act ("PIPEDA") etc.
(collectively shall be defined as “Data Protection Laws”), individuals are permitted to make
certain requests and exercise their rights regarding their Personal Data or Personal
Information (as such term is defined under Data Protection Regulations) and depending on
their jurisdiction.

In order to submit a request to exercise individual rights pursuant to the Data Protection Laws,
please complete this form and send it to our privacy team at: dpo@lightricks.com.

Upon receipt of your completed request, we will process it and respond within the timelines
required under applicable Data Protection Laws. If additional information is necessary, we will
contact you using the contact information you provided in this form. Information provided in
connection with this request will be processed only for the purpose of processing and
responding to your request and will be deleted immediately thereafter. For more information,
please review our Privacy Policy.

1) CONTACT INFORMATION:

Full Name:
Email Address:
If applicable, US State:

2) WHATIS YOUR RELATIONSHIP WITH US?
User
Customer
Applicant
Creator
Visitor
Prospect
Brand
Employee
Vendor
Other:
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3) YOUR REQUEST:




Detailed below are various rights and requests you may submit depending on your residence.
Please check the applicable right you are requesting to execute. Please note by exercising your
right to deletion, you will lose all account information. Further, certain rights may be
exercised without the need to fill in this form, such as:

i)

The right to delete, access and correct Account Information, Registration
Information, Admin Account, Authorized Users, Users, Portfolios, etc. are available
through the Accounts, Portfolios and App settings.

The right to opt out from tracking and cross contextual advertising is available
through cookie settings: static.lightricks.com/legal/cookie-policy, the device and
browser used, as well as global tools such as the Global Privacy Control (“GPC”) and
others.

You may submit a request by your authorized agent as detailed under the CCPA Notice.

A. CALIFORNIA:

Note:

Under the CCPA your rights only apply to the Personal Information collected 12 months

prior to the request and you are not entitled to submit more than 2 requests in a 12 months
period.

Please check the applicable right you are requesting to execute:
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Right to Know or Access;

Right to Deletion;

Right to Data Portability;

Right to Non-Discrimination;

Right to Rectification;

Right to Limit the Use and Disclosure of Sensitive Personal Information;
Right to Opt-out of Sale;

Opt-Out of Sharing for Cross-Contextual Behavioral Advertising
Opt-Out of the Use of Automated Decision Making; or

Other.

B. VIRGINIA:

O Right to Confirm if the Data is Being Processed and to Access That Personal Data;

O Right to Deletion;



[0 Right to Data Portability;
[0 Right to Correct Inaccuracies; or

O Other.

Your VCDPA requests will be addressed within 45 days. If we refuse to take action on a VCDPA
request, you may appeal our decision within a reasonable period time by contacting us and
specifying you wish to appeal. Within 60 days of our receipt of your appeal, we will inform you
in writing of any action taken or not taken in response to the appeal, including a written
explanation of the reasons for the decisions. If the appeal is denied, you may submit a
complaint to the Virginia Attorney General at
https://www.oag.state.va.us/consumercomplaintform.

C. COLORADO:
O Right of Access;
O Right to Correction;
O Right to Deletion of Personal Data;
O Right to Data Portability — to obtain a portable copy of the data; or
O Other.

If you are a Colorado consumer, and we refuse to take action on your request, you may appeal
our refusal within a reasonable period after you have received notice of the refusal. You may
also contact the Colorado Attorney General if you have concerns about the result of the
appeal.

Upon receipt of your CPA request, we will process it and respond within the timelines required
under the CPA.

D. EU, UK, EEA, CANADA, AND OTHER JURISDICTIONS:

O Right to be Informed to the Processing of Personal Data;
Right to Access to Your Personal Data;
Right to Rectification and Amendment;

Right to Deletion / Erasure;
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Right to Restrict Processing;



Right to Data Portability;

Right to Object to the Processing of Personal Data;

Rights Related to Automated Decision-Making and Profiling;
Right to Object to Marketing; or

Other.
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For EU and UK data subjects, you can also submit a Data Subject Request to our
representative:

We value your privacy and your rights as a data subject and have therefore appointed
representatives in Germany and in the UK for data protection matters.

e Inquiries regarding our EU privacy practices may be sent to our Data Protection
Representative (“DPR”) as follow:
DPR Contact Information: dpr@lightricks.com

By Mail:

Lightricks GmbH,
c/o Mazars Tax GmbH, Theodor Stern Kai 1, 60596 Frankfurt am Main, Germany.

e Inquiries regarding our UK privacy practices may be sent to our UK DPR as follow:
UK-DPR Contact Information: uk-dpr@lightricks.com

By Mail:

Lightricks (UK),
37 Broadhurst Gardens, London, England, NW6 3QT United Kingdom.

4) VALIDATION

The verifiable request must provide enough information that allows us to reasonably verify
you are the person about whom we collected Personal Information or an authorized
representative.

We cannot respond to your request if we cannot verify your identity or authority to make the
request and confirm the Personal Information or Personal Data is relates to you.

Describe your request with sufficient detail that allows us to properly understand, evaluate,
and respond to it.

Substantiate the request - please provide additional information about your request:




Thank you for filling in the form, please send it to: dpo®@lightricks.com. We will process the
request within the time frame under the applicable Data Protection Law, we reserve the right
to extend the aforementioned period by the time specified in the Data Protection Laws if the
request is complex or numerous or we require additional information.

The processing of the request is free of charge; however, we may want to reserve the right to
charge a reasonable fee to cover certain administrative costs (such as providing additional
copies of the data) or for handling manifestly unfounded or excessive requests.

Note that, you might not be eligible to exercise all or part of the rights detailed above — this
depends on your jurisdiction and the applicable Data Protections Law, our relationship, and
our rights to refuse or retain data under applicable Data Protection Law. Where we are not
able to provide you with the information for which you have asked or otherwise fulfil your
request, we will endeavor to explain the reasoning for this and inform you of your rights.



